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Immigration and Customs Enforcement (ICE)1 has engaged in a new age of 
stepped-up worksite enforcement. It is the result of investigations of corporate compliance fail-
ures associated with the Form I-9 Employment Eligibility Verification process. While the funda-
mental requirements of the statutory and regulatory regime have changed little over the past two 
decades, enforcement — the number and severity of punishments pursued against employers in 
every industry and region of the country — has exponentially risen. Corporate counsel may not be 
aware how dramatically the stakes have changed. 
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When conducting a Form I-9 and policy 
compliance audit, the fundamental na-
ture and limitations of the attorney-client 
privilege should be understood before com-
mitting to the process. Penalties no longer 
cease with civil monetary fines. Employers, 
including their officers and executives, now 
face criminal exposure for compliance fail-
ures — including potential Sarbanes-Oxley 
liability — if audits are handled incorrectly. 
Companies that engage in a flawed self-audit 
of their Forms I-9 may face felony charges, 
such as falsification, perjury, discrimination 
and tampering with a government record. 
Recent case experience shows that ICE 
is “working up the chain” in its worksite 
enforcement raids, apprehending not only 
employees, but also prosecuting the compa-
ny managers and owners. The government 
actively recruits confidential informants 
from a business’ workforce to gather infor-
mation on worksites that may later be used 
against the company in any resulting litiga-
tion. Self-audits by non-lawyers can create a 
mistaken sense of well-being and often lead 
to the government perceiving criminal activ-
ity. Internal audits typically have high error 
rates and may actually increase a company’s 
risk of acquiring actual or constructive knowledge of its 
employment of unauthorized employees or paperwork vio-
lations. Contrary to what you may think, the government’s 
verification tool (E-Verify) can be more harmful than help-
ful. Risk of false non-confirmations and subsequent al-
legations of discrimination may compound civil exposure 
and run concurrently with the potential criminal exposure 
associated with the verification compliance failure.

Retaining experienced immigration counsel to help 
you develop a “best practices” I-9 verification process 
may be the best way to protect your company and help 
your management avoid personal liability for employment 
eligibility verification compliance failures. Experienced 
immigration attorneys should guide companies through an 
audit of existing Forms I-9, ensuring that correctable er-
rors are appropriately mitigated, and potentially protecting 
the company from additional liability with the shield of the 
attorney-client privilege. 

Attorney-led audits and the attorney-client privilege 
For a company to reasonably calculate its active expo-

sure for Forms I-9 for all employees companywide, experi-
enced counsel must determine the existence of technical 
and substantive errors under the applicable laws, and 

track the number of those errors remedied 
during the mitigation process. 

During every phase of the employment 
eligibility verification process, counsel 
should be available to provide legal analy-
sis and recommendations on all issues, 
from the collection of information on new 
employees, to any other Form I-9-related 
inquiries that arise during initial Form 
I-9 completion or re-verification. Immi-
gration counsel can provide customized, 
factual and situation-specific legal advice 
in relation to adverse employment action 
when required under federal law, and 
should prepare the company for the pos-
sible fluctuation in the labor pool that may 
result from the audit. They should analyze 
real-time exposure and determine and track 
liability estimates under all legal regulations 
during the audit process. This will allow the 
company to properly evaluate the exposure 
created in the past and how much proper 
mitigation has reduced liability.

Training should come from 
legal specialists

Designated company representatives 
involved in the employment eligibility veri-

fication process should undergo a comprehensive Form I-9 
training conducted by experienced immigration counsel. 
The verification process is increasingly complex, and em-
ployers must recognize that even the most well-intentioned 
individuals may attract both civil and criminal liability 
on themselves, the company executives and the company 
itself, for failure to accurately and completely follow the 
verification process. 

Attorney-client privilege
The primary purpose of an audit is to remedy com-

pliance failures in an expeditious fashion to minimize 
exposure. Corporate counsel should commit to the audit 
in a manner that best insulates the results from disclosure. 
Unless a full-scale audit is conducted, an employer may 
be exposed to allegations of “knowing hire” or “reckless 
disregard” related to unauthorized employees.  

In a matter involving employer sanctions, the com-
pany’s lawyers must have all available information to best 
handle compliance failures and to conduct an audit so 
that the company is as compliant as possible, all while 
trying to avoid consequences like mass disruptions in the 
labor supply. The privilege involved with an external im-
migration counsel conducted audit should also encourage 
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Increasingly, in the employment verification compli-
ance context, US attorneys commonly cite the authority 
granted them to consider privilege waiver as a compo-
nent in assessing a company’s good faith defense.11 In the 
context of a Forms I-9 audit, maintaining a privilege of the 
results of the inspection should be paramount in light of 
the increasing pressure to identify evidence of cooperation. 
Taking advantage of the Thompson Memo as a weapon 
to dislodge the privilege was identified in the KPMG tax 
shelter cases. Specifically, Judge Kaplan noted that the 
Justice Department’s tactics — wielding the Thompson 
Memo against corporate defendants — violated the Fifth 
and Sixth Amendments.12 Unfortunately, even as refined 
by the subsequent McNulty Memo, a corporation’s refusal 
to turn over protected materials can still be considered in 
determining whether a corporation has cooperated in the 
government’s investigation.13

While human resources managers or other employees 
may be helpful to the Form I-9 verification and audit 
processes, the work performed and knowledge gained by 
an attorney-led audit is protected by the attorney-client 
privilege. When leading an audit, experienced outside 
immigration counsel (unlike non-lawyer company own-
ers, employees or third-party non-lawyers) may make 
recommendations about hiring before the mitigation 
process of the audit commences. This approach can save 
the company from potential labor shortages attribut-
able directly to the discovery of unauthorized workers 
on the payroll. In-house counsel remain responsible for 
managing potentially competing and sometimes conflict-
ing legal obligations. They should evaluate and adapt 
external counsel’s advice in the context of the company’s 

past actions, corporate culture issues that impact advice 
implementation, and competing compliance obligations. 
The company may also be able to limit the information 
discovered during the audit on a need-to-know basis, 
as the general counsel determines. In-house counsel 
should evaluate when and under what circumstances any 
employee should be terminated because their Form I-9 
information appears inaccurate or because an indica-
tion is raised, but not confirmed, that the employee does 
not have the right to work in the United States. There 
are risks in taking action and risks in not taking action. 
General Counsel (GC) should closely guard the deci-
sion of when sufficient information has been accumu-
lated to take an employment action — a decision that 
clears discriminatory hurdles and meets the reasonable 
employer standard. If mishandled, companies may face 
employee-filed civil rights lawsuits and/or government-
filed criminal charges — conversely harboring, unlaw-
fully continuing to employ, conspiracy, etc.

This compartmentalization may also limit potential 
constructive knowledge charges on those who would be 
required to dismiss unauthorized workers immediately. 

For the audit to be successful, employees who may not 
be members of the control group for privilege purposes, 
may nevertheless come upon information — such as an 
estimate of administrative or criminal exposure — that 
may be subject to disclosure. When the audit is conducted 
under the privilege provided by experienced counsel, such 
information, like the overall exposure, is still subject to the 
privilege because it is not discoverable beyond the mem-
bers of the control group.

Sarbanes-Oxley Act of 2002
The requirements of the Sarbanes-Oxley Act (SOX) put 

at risk companies who chose to involve managers and/or 
employees in the self-audit process. Conducting an internal 
Form I-9 audit under attorney supervision adds the protec-
tion that employees may not be required to disclose infor-
mation pertaining to exposure uncovered by the audit, as 
may be required under SOX. Passed in 2002 as a result of 
corporate financial scandals, SOX requires that employees 
of publicly traded companies disclose information regard-
ing questionable practices that may violate any rule or 
regulation of the SEC, or any provision of federal law relat-
ing to fraud against shareholders, including immigration-
related exposure. 14 It also requires an attorney to report 
material violations through the GC, to take reasonable 
steps under the circumstances to document the report and 
the response to the violation, and to retain such documen-
tation for a reasonable time.

If an internal audit is performed and the exposure is 
identified, it must be shared with all impacted parties. 

When leading an audit,  
experienced outside  
immigration counsel
(unlike non-lawyer company 
owners, employees or third-party 
non-lawyers) may make recom-
mendations about hiring 
before the mitigation process 
of the audit commences.
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Furthermore, if ICE or another governmental agency 
arrives for questioning, the employee is obligated under 
the Act to testify as to this information.15 Given DHS’ 
extensive use of press releases as a deterrence and edu-
cation tool, this scenario leads to potentially extensive 
exposure and publication of the company’s hiring prac-
tices. Finally, there is a perilous document tampering 
provision in the Act that must be scrupulously observed 
by those individuals engaged in determining which 
Forms I-9 may be legally purged.16

SOX requires an articulated compliance regime from 
each corporation on its work authorization verification. 
Internal self-audits would likely fail this requirement if 
they are conducted by the same individuals responsible 
for the defective practices. The validity of the process 
could be challenged and a conflict of interest could be 
asserted when the same staff responsible for supervision 
of the original process are used in the audit; those staff 
members have an incentive to minimize the exposure 
analysis for their own reputational and career benefit. 
This understatement of liability could result in fraud on 
the shareholders. 

Problems and risks associated with self-help
Traditional internal audit procedures

Traditionally, internal Forms I-9 audits have been left to 
the same human resources specialists generally responsible 
for completing the initial Form I-9 process for newly hired 
employees. As enforcement of employment and immigra-
tion laws waned in the 1990s, human resources manag-
ers may have shifted focus, and many companies may no 
longer be equipped to handle the meticulous Form I-9 
audit process. Human resource professionals may perceive 
the internal audit as a challenge to their responsibility, or 
worse, as a criticism of past performance; they may be less 
inclined to identify errors and more inclined to make mat-
ters worse through failed or improper attempts at correc-
tions. ICE commonly regards these attempts as document 
tampering or obstruction of justice.

It is not unusual to encounter evidence that human 
resource professionals failed to follow the strict protocol 
outlined by counsel during an internal audit, and made 
corrections in an effort to make the Form I-9 appear as if 
it were originally compliant on the date of hire. A second 
common scenario is to encounter evidence of substan-
tive corrections being intentionally overlooked to skew 
the exposure data. The professionals responsible for the 
audit may have been concerned about raising questions of 
competency, or of how identified liability risk might affect 
their future employment with the company. Finally, there 
is the scenario of haphazardly audited Forms I-9, resulting 
in what appears to be forged information intended to be 

attributable to the original employee or HR professional. In 
each of these very serious scenarios, the presumably well-
intentioned HR professional has opened the door for the 
government’s allegations of fraud, conspiracy to commit 
fraud and racketeering.

High error rates
When an original form has been altered, and because 

the alteration cannot be excised from the document, ICE 
may be left with evidence of an apparent forgery of this 
election. Even if, during the attorney-supervised inspec-
tion, the wrongdoer is identified and disciplined, the 
original form cannot be remediated. One cannot simply 
strike through the information provided and believe a 
successful mitigation has occurred, because the informa-
tion is still visible through the interlineations. Moreover, a 
“white-out” or “black stripe” will likely be perceived as an 
attempt to obstruct justice, making the civil matter much 
worse and introducing the potential for a criminal charge.

A company’s failure to ensure a uniform and properly 
supervised audit may result in significantly more dire 
consequences. A failed mitigation will likely result in find-
ing constructive knowledge of unlawfully employing an 
unauthorized worker, and may undermine an employer’s 
chances at a good faith defense. 

As noted earlier, companies that engage in a flawed 
self-audit of their Forms I-9 may face felony charges. Also, 
while a company may offer that being more thorough in its 
mitigation efforts during a self-audit constitutes evidence 
of its good faith, being too thorough can paradoxically 
lead to discrimination charges. In 2001, Swift & Co., 
was forced to pay $200,000 to the Department of Justice 
Special Counsel17 in a settlement for excessively scrutiniz-
ing documentation of workers who appeared to be foreign 
or who spoke with an accent.18 While Swift may have 
held good intentions to comply with the law, their good 
faith was not enough to avoid discrimination charges or to 
escape a hefty fine and damaging public attention.

By attempting internal self-audits, companies frequently 
compound the exposure. Therefore, companies should not 
engage in self-audits without the supervision of an experi-
enced immigration attorney. 

E-Verify 
In an attempt to facilitate compliance with employment 

verification policies, many companies have begun to use the 
government’s internet-based electronic employment verifi-
cation database known as E-Verify (formerly Basic Pilot), 
which was developed by the former INS and the Social Se-
curity Administration (SSA).19 The E-Verify system requires 
that an employee be newly hired with a completed Form 
I-9.20 The information is first checked against the database 
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of the SSA and then checked against the DHS database.21 
Companies that attempt to use E-Verify as a solution to 

their internal compliance defects may increase ICE scrutiny. 
Company decision makers are often led to believe that E-Veri-
fy is a panacea to their verification ills. Companies that sign up 
for E-Verify are providing critical intelligence data through us-
ing the E-Verify program that the government can call upon as 
evidence of their defective hiring practices. If these companies 
are later raided, they can face the potential of significant crimi-
nal penalties associated with their failed practices, which are 
documented through the companies’ E-Verify participation.

Heightened civil and criminal expose
Exponentially increased enforcement and new tactics

Company managers, executives and owners have an 
added incentive to ensure that Form I-9 verification and 
audits are properly conducted in the wake of increasing at-
tention to worksite compliance. Over the past three years, 
the federal government has greatly increased the imposi-
tion of criminal sanctions against employers who know-
ingly hire unauthorized workers.22 The number of worksite 
immigration raids has increased, and more sanctions, both 
criminal and civil, have been levied against employers.23

On July 1, 2009, subpoenas and an accompanying press 
release were issued to investigate 652 business owners, ex-
ecutives and managers evidencing the Obama administra-
tion’s intention to “double down” on the existing immigra-
tion enforcement regime. On Nov. 19, 2009, immigration 
subpoenas were issued to 1,000 businesses. These rounds 
of immigration subpoenas are anticipated to increase in 
frequency and quantity.

Working up the chain
In shifting its strategies in worksite enforcement, ICE 

has developed a practice of “working up the chain” by raid-
ing worksites and arresting ground-level workers in order to 
collect evidence to build a case against higher level em-
ployees and, ultimately, the employer. Julie Myers, former 
assistant secretary of ICE,24 told the media following one of 
these events, “This investigation clearly shows our resolve 
to pursue those who willfully violate our nation’s hiring 
laws, regardless of their place on the corporate ladder.”25

Confidential informants
Another trend is ICE’s use of confidential informants 

purporting to be employees within the targeted busi-
ness. In the Agriprocessors raid alone, ICE used at least 
seven confidential informants to build its case.26 One of 
the main confidential informants was an individual ICE 
had previously used, who was not a US citizen or lawful 
permanent resident, but who had a counterfeit work au-
thorization document. Agriprocessors accepted the docu-

ment, and the confidential informant immediately started 
working at the plant. The informant reported to work at 
the company as any other employee, and some days was 
wearing concealed microphones so ICE could record his 
conversations. The confidential informant in the Agripro-
cessors case was compensated for living expenses, rent, 
transportation costs, new cell phone service, and lost 
wages due to the wage disparity from the informant’s 
prior job. ICE was able to use this illegal alien to gather 
confidential information to execute one of the largest 
worksite raids in history. 

The media is now notified before every large raid. 
Press releases are already written, with blank spaces 
that can later be filled in as to how many individuals 
are detained. Whereas once only undocumented foreign 
nationals had to fear if ICE came knocking, now employ-
ers, including company owners and executives, must work 
diligently to prevent and to avoid constructive knowledge 
of illegal hiring practices. The Obama administration 
has announced a de-prioritization of the detention of 
unauthorized workers, and a corresponding escalation of 
prosecution of employers. Not only must companies fear 
the business disruption created by the loss of a significant 
part of their workforces, but also the damaging impact 
that such negative public exposure from DHS press re-
leases would create. 

Ask the experts and involve them early
Implementing a thorough Form I-9 policy and external 

immigration attorney-led audit is a proactive step that 
will ensure compliance with lawful hiring practices. This 
is true especially considering the fundamental shortcom-
ings of the electronic employment verification databases 
and the potential impact that could result from unscru-
pulous inspection. If technical and substantive violations 
contained in the forms may be corrected uniformly under 
the proper supervision, the employer may reduce admin-
istrative exposure by hundreds of thousands of dollars by 
committing to a proper process of remediation. By involv-
ing an experienced immigration attorney in the Form I-9 
auditing and mitigation process, companies can employ a 
best practices model that will be consistent company-wide, 
and may also be protected by the additional benefits of the 
attorney-client privilege.  

Have a comment on this article? Email editorinchief@acc.com. 
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